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Quantum hypes? Quantum information technologies: really promising?
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Quantum information applications

Quantum sensing: use of quantum mechanical phenomena such as
entanglement to yield higher statistical precision than purely classical
approaches

Quantum computation: algorithms using quantum mechanical phenomena
such as superposition and entanglement

Quantum communications:
to secure communication
to move quantum information
to improve classical communication
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Quantum bits - qubits
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Define “state” of a classical/quantum system

... “state” means whatever information is required about a specific system, in
addition to physical laws, in order to predict its behavior in future experiments†

Classical (macroscopic) example: switch “open” or “closed” → state is
one classical bit

Quantum example: spin of an electron. Measured in any direction
(Stern-Gerlach), two possible results, “same (+1)” or “opposite (−1)”,
with some probabilities.

To predict its behavior we need a two-dimensional unit norm complex C2

vector [α, β]T (referred to a specific direction, let’s say along z)

†Fano, Ugo. ”Description of states in quantum mechanics by density matrix and

operator techniques.” Reviews of Modern Physics (1957)
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Quantum example: spin of an electron, some experiments

⇒ Measurements are not gentle: after we measure, the state becomes what
has been observed (collapses).
⇒ If we know the spin along z , we know nothing about the spin along x .
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Quantum state: spin of an electron / photon polarization

state ψ =

[
α
β

]
= α

[
1
0

]
+ β

[
0
1

]
|ψ〉 = α |0〉+ β |1〉 (qubit)

|ψ〉 = α |u〉 + β |d〉 |ψ〉 = α |H〉 + β |V 〉

The state allows to calculate the probabilities for spin measurements in any
possible direction, as well as the behavior in future experiments.

P(measuring “up”) = |α|2

α, β ∈ C, |α|2 + |β|2 = 1

P(measuring “down”) = |β|2
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Some examples of qubit physical implementation (incomplete list)

Physical support Name Information support |0〉 |1〉

Photon

Polarization encoding Polarization of light Horizontal Vertical

Number of photons Fock state Vacuum Single photon state

Time-bin encoding Time of arrival Early Late

Coherent state of light Squeezed light Quadrature
Amplitude-squeezed

state
Phase-squeezed

state

Electrons

Electron Spin Spin Up Down

Electron number Charge No electron One electron

Nucleus
Nuclear spin addressed

through NMR
Spin Up Down

Optical lattices Atomic spin Spin Up Down

Josephson junction

Superconducting charge qubit Charge
Uncharged superconducting

island (Q = 0)
Charged superconducting island
(Q = 2e, one extra Cooper pair)

Superconducting flux qubit Current Clockwise current Counterclockwise current

Superconducting phase qubit Energy Ground state First excited state

Singly charged quantum
dot pair

Electron localization Charge Electron on left dot Electron on right dot

Quantum dot Dot spin Spin Down Up

van der Waals
heterostructure

Electron localization Charge
Electron on

bottom sheet
Electron on top sheet

from Wikipedia
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Quantum computing
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Quantum computing: modifying quantum states

Quantum Mechanics: it is possible to act on physical systems to change states
according to linear transformations U s.t. U†U = I (unitary transformations)

Single qubit gate example: X =

[
0 1
1 0

]

|ψ〉 X X |ψ〉

X (α |0〉+ β |1〉) = α |1〉+ β |0〉 “bit flip”

Two-qubits gate example: controlled-not, CNOT (a, b ∈ {0, 1})

|a〉 |a〉

|b〉 + |a⊕ b〉

It is possible to realize an arbitrary U by using single-qubit and CNOT
elementary gates.
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Quantum computing

The state of n qubits is a complex vector with dimension N = 2n .

Example n = 3

α0 |000〉+ α1 |001〉+ · · ·+ α7 |111〉

Exponential compression:
40 qubits ⇒ 240 ' 1012

However, when we measure we see just one configuration, with prob. |αj |2.

Example: |α7|2 is the probability to measure |111〉

|0〉 |1〉 |N − 1〉

|α0|2 |αN−1|2
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Quantum computing

Classical vs. Quantum

|x〉

f (x)x

|x〉

|0〉 |f (x)〉

Uf

Exploiting superposition: input
∑

x |x〉 |0〉 ⇒ output
∑

x |x〉 |f (x)〉
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Main quantum algorithms

Polynomial-time Algorithms for Prime Factorization and Discrete
Logarithms (Shor’s algorithm)

Quantum search, space of N elements. Classical search operations: O(N)
Quantum search O(

√
N) (Grover’s algorithm)
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THE algorithm

Polynomial-time Algorithm for Prime Factorization on a Quantum Computer
(Shor, 1994)
Ingredients:

Factorization by order-finding

Period-finding by Quantum Fourier Transform
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Tools from number theory

The integer N as a factor in common with x − 1 if x2 mod N = 1 and
x mod N 6= ±1

To find x : generate random y , then find the period of y a mod N:

y 0 mod N, y 1 mod N, ...

Factoring ⇐⇒ period-finding
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Tools from signal analysis: Fourier

(Warning: imprecise statements, just to give the idea)
A function with period P in time has frequency components at frequencies k/P.

time

freq0 N
P

2N
P

N − 10

P P

N − 1

Fourier
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Tools from signal analysis: Fourier

(Warning: imprecise, just to give the idea)

|0〉 |N/P〉

Quantum
Fourier
Transform

PP

N − 10

|0〉 |N − 1〉

|2N/P〉 |N − 1〉
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Quantum order-finding, f (a) = f (a + P)

(Warning: imprecise, just to give the idea)

Uf

QFT QFT|0〉

|0〉

m/P

Generate the superposition
∑

x |x〉 by QFT of a Dirac’s delta
Uf = unitary, computes f (a) in a register ⇒ output

∑
x |x〉 |f (x)〉

Measure the second register. For example it turns out f (x) = 12
Left in the first reg: superposition of all |x〉 with x giving f (x) = 12 ⇒ periodic
Then, Quantum Fourier Transform: the measured frequency is some random multiple
of 1/P
By repeating a couple of times, P can be derived with high probability
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Quantum and AI

Quantum machine learning

The state of n qubits is a complex vector with dimension N = 2n

x ∈ CN ⇐⇒ |x〉 of log2 N qubits

Classical Quantum

FFT O(N logN) O((logN)2)
Eigenvect, eigenval of sparse matrices O(N2) O((logN)2)

Matrix inversion O(N3) O((logN)3)

Table: Number of operations for basic linear algebra subroutines
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Quantum and AI

...

Quantum deep learning

Quantum convolutional neural networks

Quantum principal component analysis

TensorFlow Quantum

Quantum neural networks

...
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Some existing quantum computers

Company Cloud Access Technology Quantum Computer qubits SDK/Lang.

IBM Yes Superconducting

IBM Q Montreal 27 QisKit/Python

IBM Q Manhattan 65 QisKit/Python

IBM Q Santiago 5 QisKit/Python

Rigetti Through AWS Superconducting Aspen-8 32
Amazon
Braket/Python

D-Wave Through AWS
Superconducting,
Quant.
Annealer∗

D-Wave 2000Q 2048∗
Amazon
Braket/Python

IonQ Through AWS Trapped Ion - 79
Amazon
Braket/Python

Google No Superconducting
Bristlecone 72 Cirq/Python

Sycamore 53 Cirq/Python

Honeywell On-demand Trapped Ion System Model HØ 6 -

Xanadu Yes
Photonic Quan-
tum Computing

- 12
Strawberry
Fields/Python

OriginQ Yes Superconducting Wu Yuan 6 QPanda/C++
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https://www.ibm.com/us-en/
https://quantum-computing.ibm.com/
https://qiskit.org/
https://qiskit.org/
https://qiskit.org/
https://www.rigetti.com/
https://aws.amazon.com/braket/hardware-providers/rigetti/
https://docs.aws.amazon.com/braket/index.html
https://docs.aws.amazon.com/braket/index.html
https://www.dwavesys.com/
https://aws.amazon.com/braket/hardware-providers/dwave/
https://docs.aws.amazon.com/braket/index.html
https://docs.aws.amazon.com/braket/index.html
https://ionq.com/
https://aws.amazon.com/braket/hardware-providers/ionq/
https://docs.aws.amazon.com/braket/index.html
https://docs.aws.amazon.com/braket/index.html
https://research.google/teams/applied-science/quantum/
https://cirq.readthedocs.io/en/stable/
https://cirq.readthedocs.io/en/stable/
https://www.honeywell.com/en-us
https://www.honeywell.com/en-us/company/quantum
https://xanadu.ai/
https://xanadu.ai/cloud-platform
http://www.originqc.com.cn/en/
https://qcloud.qubitonline.cn/
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 TABLE 4.1 Literature-Reported Estimates of Quantum Resilience for Current Cryptosystems, under Various 

Assumptions of Error Rates and Error-Correcting Codes 

Cryptosystem Category
Key 
Size

Security 
Parameter

Quantum 
Algorithm 
Expected to Defeat 
Cryptosystem

# Logical 
Qubits 
Required

# Physical 
Qubits 
Requireda

Time 
Required 
to Break 
Systemb

Quantum-Resilient 
Replacement 
Strategies

AES-GCMc Symmetric 
encryption

128
192
256

128
192
256

Grover’s algorithm 2,953
4,449
6,681

4.61 × 106

1.68 × 107

3.36 × 107

2.61 × 1012 
years
1.97 × 1022 
years
2.29 × 1032 
years

RSAd Asymmetric 
encryption

1024
2048
4096

80
112
128

Shor’s algorithm 2,050
4,098
8,194

8.05 × 106

8.56 × 106 
1.12 × 107

3.58 hours
28.63 hours
229 hours

Move to NIST-
selected PQC 
algorithm when 
available

ECC
Discrete-log 
probleme-g

Asymmetric 
encryption

256
384
521

128
192
256

Shor’s algorithm 2,330
3,484
4,719

8.56 × 106

9.05 × 106

1.13 × 106

10.5 hours
37.67 hours
55 hours

Move to NIST-
selected PQC 
algorithm when 
available

SHA256h Bitcoin 
mining

N/A 72 Grover’s Algorithm 2,403 2.23 × 106 1.8 × 104 
years

PBKDF2 with 
10,000 iterationsi

Password 
hashing

N/A 66 Grover’s algorithm 2,403 2.23 × 106 2.3 × 107 
years

Move away from 
password-based 
authentication

a These are rough estimates. The number of physical qubits required depends on several assumptions, including the underlying architecture and 
error rates. For these calculations, assumptions include a two-dimensional (2D) lattice of qubits with nearest neighbour interactions, an effective 
error rate of 10–5, and implementing the surface code.

b These are rough estimates. In addition to the assumptions associated with estimation of the number of physical qubits required, a quantum 
computer with gates operating at a 5 MHz frequency was assumed.

c M. Grassl, B. Langenberg, M. Roetteler, and R. Steinwandt, 2015, “Applying Grover’s Algorithm to AES: Quantum Resource Estimates,” Pro-
ceedings of Post-Quantum Cryptography 2016, vol. 9606 of Lecture Notes in Computer Science, pp. 29-43, Springer; M. Mosca and V. Gheorghiu, 
2018, “A Resource Estimation Framework for Quantum Attacks Against Cryptographic Functions,” Global Risk Institute, http://globalriskinstitute.
org/publications/resource-estimation-framework-quantum-attacks-cryptographic-functions/. 

d T. Häner, M. Roetteler, and K.M. Svore, 2017, “Factoring using 2n+2 qubits with Toffoli based modular multiplication,” Quantum Information and 
Computation, 18(7and8):673-684.; M. Mosca and V. Gheorghiu, 2018, “A Resource Estimation Framework for Quantum Attacks Against Cryptographic 
Functions,” Global Risk Institute, http://globalriskinstitute.org/publications/resource-estimation-framework-quantum-attacks-cryptographic-functions/.

e The values given are for the NIST P-256, NIST P-386, and NIST P-521 curves.
f M. Roetteler, M. Naehrig, K.M. Svore, and K. Lauter, 2017, “Quantum Resource Estimates for Computing Elliptic Curve Discrete Logarithms,” 

Advances in Cryptology –— ASIACRYPT 2017, Lecture Notes in Computer Science 10625, Springer-Verlag, pp. 241-272.
g  M. Mosca and V. Gheorghiu, 2018, “A Resource Estimation Framework for Quantum Attacks Against Cryptographic Functions—Part 2 (RSA 

and ECC),” Global Risk Institute, https://globalriskinstitute.org/publications/resource-estimation-framework-quantum-attacks-cryptographic-
functions-part-2-rsa-ecc/.

h  M. Mosca and V. Gheorghiu, 2018, “A Resource Estimation Framework for Quantum Attacks Against Cryptographic Functions— Improvements,” 
Global Risk Institute, https://globalriskinstitute.org.

i The time estimate for password hashing is based upon the time estimate (as it appears in the preceding row of the table) for SHA256, which is 
often used iteratively in PBKDF2, a password hashing algorithm. Assuming 10,000 iterations of SHA256 (a common deployment practice) would 
take 10,000 times as long as a single iteration. The classical search space of one cycle is 266, which implies a running time for Grover of 233, or one-
eighth that required for breaking SHA256 in Bitcoin. Thus, the current estimate of 2.3 × 107 years is obtained by multiplying the value obtained 
for SHA256 by 10,000 and dividing by 8.
NOTE: These estimates are highly dependent on the underlying assumptions and are subject to update in the final report.

Quantum Computing: Progress and Prospects. Washington, DC, USA: Nat. Acad. Press, 2019.
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Quantum secure communications: satellite Micius

Entanglement-based QKD between two ground stations separated by 1,120 km

502 | Nature | Vol 582 | 25 June 2020

Article

a beam splitter, a half-wave plate and two polarized beam splitters are 
combined to analyse the polarization of the entangled photons ran-
domly in the bases of Z  ∈ {|H", |V"} and X ∈ {|+", |−"}, where 

H V± " = ( " ± ")/ 2∣ . After being transmitted or reflected by the beam 
splitter and polarized beam splitters, the photons are collected by four 
multimode fibres with the core diameter of 105 µm and detected by 
four single photon detectors (SPDs) respectively. We carefully selected 
the four SPDs to ensure that the detector efficiency is better than 53%, 
the efficiency consistency is better than 98.5% and the dark counts are 
less than 100 counts per second (see Extended Data Table 1 for details). 
A motorized half-wave plate (HWP1) is used to compensate the relative 
rotation between the transmitter and the receiver, where the correction 
angle offsets are calculated in advance. The entangled photons are 
filtered in both the frequency and spatial domains to satisfy the fair 
sampling assumption and to guarantee practical security. In particular, 
an extra field diaphragm, consisting of two lenses with focal length of 
8 mm and a pinhole of 100 µm, is used as the spatial filter to unify the 
field of view of different channels, where the field of view is narrowed 
to 27 µrad. A broad-bandwidth filter and a narrow-bandwidth filter of 
5 nm are used to reject frequency side channels. These frequency filters 
can also help to reduce the background counts. The output signals of 
the SPDs are recorded by a time-to-digital converter.

To optimize the link efficiency, we develop cascaded multistage 
acquiring, pointing and tracking systems both in the satellite trans-
mitters and the optical ground station receivers, achieving a tracking 
accuracy of 2 µrad and 0.4 µrad, respectively. The beacon laser (532 nm, 
10 kHz) from the satellite is also used as a synchronization laser. It is 
sampled, frontier identified and recorded by the same time-to-digital 
converter as well as quantum signals. The distant time-to-digital con-
verters are first roughly synchronized using a global positioning system 

(GPS) one-pulse-per-second (1PPS) signal. As the frequency of the syn-
chronization laser is relatively stable, a least-squares method is used to 
fit the selected pulses, which can eliminate the time jitter of synchro-
nization detectors. The time synchronization accuracy of entangled 
photon pairs is 0.77 ns (1σ). We set a narrow coincidence time gate of 
2.5 ns to reduce the accidentally coincident events.

The satellite flies along a Sun-synchronous orbit, and comes into 
both Delingha’s and Nanshan’s view once every night, starting at around 
2:00AM Beijing time and lasting for a duration of 285 s (>13° elevation 
angle for both ground stations). Figure 2a plots the physical distances 
from the satellite to Delingha and Nanshan during one orbit, together 
with the sum channel length of the two downlinks. As shown in Fig. 2b, 
the measured overall two-downlink channel attenuation varies from 
56 dB to 71 dB. As compared to previous experiment23, this two-photon 
count rate, and thus the signal-to-noise ratio, is greatly improved. To 
increase the collection efficiency for downlink entangled photons, we 
have upgraded both the main system of the telescope and the follow-up 
optics. For the main system, we improved the receiving efficiency by 
recoating the main lens (+1.5 dB) and redesigning the high-efficiency 
beam expander (+0.9 dB). For the follow-up optics, we increased the 
collection efficiency through optical pattern matching, especially 
shortening the optical path by 20 cm to avoid beam spreading by 
0.65 mm (+0.6 dB).

As a result, we have increased the collection efficiency of each 
satellite-to-ground link by a factor of about 2 over the previous experi-
ment23. This was quantified by measuring the single-downlink efficien-
cies of each ground station for several orbits. The best-orbit data were 
taken on a clear night with no clouds in the sky and no haze near the 
ground, which had the highest atmospheric transmittance (Extended 
Data Fig. 1). Under these conditions, the link efficiency is related only 
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Fig. 1 | Overview of the experimental set-up of entanglement based 
quantum key distribution. a, An illustration of the Micius satellite and the two 
ground stations. Image credit: Fengyun-3C/Visible and Infrared Radiometer, 
with permission (2020). The satellite flies in a Sun-synchronous orbit at an 
altitude of 500 km. The physical distance between Nanshan and Delingha 
ground station is 1,120 km. b, The spaceborne entangled-photon source. A free 
space isolator is used to minimize back reflection to the 405-nm pump laser. A 
pair of off-axis concave mirrors is used to focus the pump laser and collimate 
the down-converted photon pairs. PBS, polarization beam splitter; DM, 

dichroic mirror; LP, long-pass edge filter; PI, piezo steering mirror; HWP, 
half-wave plate; QWP, quarter-wave plate; PPKTP, periodically poled KTiOPO4. 
c, The follow-up optic at the optical ground station. The tracking and 
synchronization laser is separated from the signal photon by DM3 and 
detected by the single photon detector (SPD5). The spatial filter (SF), 
broad-bandwidth filter (BF) and interference filter (IF) are used to filter out the 
input light in frequency and spatial domains. BS, beam splitter; BE, beam 
expander; FSM, fast steering mirror.

Yin, Juan, et al. ”Entanglement-based secure quantum cryptography over 1,120 kilometres.” Nature (2020).
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Quantum communications: Quantum Internet

To move and process quantum information

Most important function: generate long distance quantum entanglement

Applications:
generation of multiparty shared secrets blind quantum computing
secure private-bid auctions distributed quantum computing
improved sensing quantum-enhanced measurement networks

H. J. Kimble, “The quantum internet,” Nature, 2008.

Wehner, Elkouss, Hanson, “Quantum internet: A vision for the road ahead,” Science, 2018.

Babar, et al. “Duality of Quantum and Classical Error Correction Codes: Design Princip. and Examp”, IEEE Comm. Surv. Tutor. 2019.

Mihir, et al. ”Routing entanglement in the quantum internet.” npj Quantum Information 2019.
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